RESOLUTION NO. SCV-67

A RESOLUTION OF THE
BOARD OF DIRECTORS OF THE SANTA CLARITA VALLEY WATER AGENCY
ADOPTING A RECORDS RETENTION POLICY AND SCHEDULE

WHEREAS, Sections 60200 through 60203 of the Government Code provide procedures
regulating the retention of special district records and destruction of obsolete records for special
districts; and

WHEREAS, the former Castaic Lake Water Agency and the former Newhall County Water
District had each adopted a records retention policy and schedule; and

WHEREAS, with the reorganization of the former Castaic Lake Water Agency and the former
Newnhall County Water District into the Santa Clarita Valley Water Agency (the “Agency”), the
Agency desires to adopt a new records retention policy and schedule (“‘Records Retention
Policy and Schedule”) for the orderly retention of Agency records and the proper destruction of
obsolete records.

NOW THEREFORE, THE BOARD OF DIRECTORS OF THE SANTA CLARITA VALLEY
WATER AGENCY DOES RESOLVE AS FOLLOWS:

SECTION 1. The Records Retention Policy and Schedule, attached hereto as “Exhibit A”
and “Exhibit B,” incorporated herein by reference and made a part hereof, is hereby adopted as
the records retention policy and schedule of the Santa Clarita Valley Water Agency.

SECTION 2. The Board of Directors hereby finds that the Records Retention Policy and
Schedule complies with the California Secretary of State’s Local Government Records
Management Guidelines, as required under Government Code section 60201, subdivision (b)(2).
The Board of Directors further finds that any obsolete records destroyed pursuant to the Records
Retention Policy and Schedule will not adversely affect the Agency or the public.

SECTION 3. The General Manager of the Agency and his designee are authorized to do
any and all acts necessary to give effect to and comply with the terms and intent of the Records
Retention Policy and Schedule. The General Manager and his designee shall be responsible for
the administration of the retention of records and the destruction of obsolete records pursuant to
the Records Retention Policy and Schedule. In addition, the General Manager and his designee
are authorized to update or amend the Records Retention Policy and Schedule as needed,
without further approval from the Board of Directors, in order to stay current with federal and State
laws, as well as any other regulations, regarding records retention.

SECTION 4. Pursuant to Government Code sections 53161 and 60200, the Board of
Directors hereby authorizes the General Manager and his designee to destroy at any time any
duplicate record, paper or document of the Agency, while the original, whether in paper or
electronic format, is retained by the Agency for the legally required time period.



SECTION 5. The General Manager and his designee shall have ongoing authority,
without further approval needed from the Board of Directors and with the approval of the Agency’s
legal counsel provided herein, to authorize destruction of obsolete Agency records in accordance
with the Records Retention Policy and Schedule.

SECTION 6. The Board Secretary shall certify to the passage and adoption of this
Resolution.

SECTION 7. This Resolution shall become effective immediately upon its passage and
adoption.

A

President

, the undersigned, hereby certify: That | am the duly appointed and acting Secretary of the
Santa Clarita Valley Water Agency, and that at a regular meeting of the Board of Directors of
said Agency held on November 6, 2018, the foregoing Resolution No. SCV-67 was duly and
regularly adopted by said Board, and that said resolution has not been rescinded or amended
since the date of its adoption, and that it is now in full force and effect.

DATED: November 6, 2018 ( O% Vil A1

Secrefary
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15.0 RECORDS RETENTION POLICY

California Government Code Sections 60200 through 60204 and the Secretary of State Local
Government Records Management Guidelines govern the retention of records of the Santa
Clarita Valley Water Agency (Agency) and the disposal of the Agency’s obsolete records.
Through this policy, the Agency will manage its records, files, documents and other information,
regardless of format, in accordance with all applicable laws and regulations regarding records
retention.

Existing and emerging electronic communication technologies are integral to the ability of the
Agency officials and staff members to conduct Agency business in both an effective and
efficient manner. Such technology has the potential to enhance communications with the public
and provide a higher level of service to the Agency’s constituency. However, the use of such
technology creates challenges for the Agency to fulfill its commitment and obligation for
government transparency and to meet the legal retention requirements for Agency records.

15.1. PURPOSE

The purpose of the Records Retention Policy is to provide guidelines to Agency staff
members regarding the retention of Santa Clarita Valley Water Agency records; provide
for the identification, maintenance, safeguarding of Agency records and the disposal of
obsolete records in the normal course of business; ensure prompt and accurate retrieval
of records; and ensure compliance with legal and regulatory requirements.

Vital and important records are those having legal, financial, operational, or historical value to

the Agency.
Policy Objectives:

o Provide clear and concise direction regarding use of the Agency’s electronic
communications systems, including electronic mail (e-mail), text messaging and
voicemail.

o Minimize any disruptions to Agency services related to electronic

communications.
Enhance work productivity through the use of electronic communications.

o Comply with applicable State and federal laws and Agency policies related to
documents, the use of e-mail and all other forms of electronic communication.

This policy applies to all employees, elected officials, appointed officials, consultants,

volunteers, or other non-employees who use electronic communications regarding Agency
business. All such person shall be referred to throughout this policy as “Agency personnel.”
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For purposes of this policy, the following definitions apply:

DMS #2468

“Agency” means the Santa Clarita Valley Water Agency , and includes all of the
Agency’s affiliated entities.

“Agency official” shall mean any elected official, committee member or employee of
the Agency.

“Agency business” shall be construed broadly to mean information relating to the
conduct of the public’s business or communications concerning matters within the
subject matter of the Agency’s jurisdiction, including, but not limited to, pending or
potential Agency projects, past or prospective Agency agenda items, or Agency
budgets or expenditures involving Agency funds. Resolution of the question will
involve an examination of several factors, including: (a) the content itself; (b) the
context in, or purpose for which, it was written; (c) the audience to whom it was
directed; (d) the purpose of the communication; and (e) whether the writing was
prepared by an Agency official acting or purporting to act within the scope of his or
her employment.

“Electronic communications” includes any and all electronic transmission, and every
other means of recording upon any tangible thing in any form of communication or
representation, including letters, words, pictures, sounds, or symbols, or
combinations thereof, and any record thereby created, regardless of the manner in
which the record has been stored. Without limiting the nature of the foregoing,
“electronic communications” include e-mails, texts, voicemails, and also include
communications on or within commercial applications (apps) such as Facebook
Messenger, Twitter, WhatsApp, etc.

“Electronic messaging account” means any account that creates, sends, receives or
stores electronic communications.

“Official Agency Record” has the same meaning as the definitions provided in the
California Public Records Act (Cal. Gov. Code § 6250 et seq.) for “public records”
and “writing™:

“...any writing containing information relating to the conduct of the public’s business

prepared, owned, used or retained by any state or local agency regardless of
physical form or characteristics...”
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“...‘Writing’ means handwriting, typewriting, printing, photostating, photographing,
photocopying, transmitting by electronic mail or facsimile, and every other means of
recording upon any tangible thing any form of communication or representation,
including letters, words, pictures, sounds, or symbols, or combination thereof, and
any record thereby created, regardless of the manner in which the record has been
Stored.”

According to the preceding definitions, e-mail messages and any attachments regardless of
format are, in fact, public records and are subject to the provisions of the Public Records Act as
well as legal requirements for retention of public records. The preceding definitions also include
any messages, sent through a smartphone, tablet or other electronic device, that end up as an
e-mail to or from any Agency personnel.

DOCUMENT RETENTION
15.3  AUTHORIZATION

Pursuant to Resolution No. ___, the General Manager is authorized by the Board of
Directors to interpret and implement this policy and to designate a Records Coordinator
who shall be responsible for the administration of this Records Retention Policy. The
General Manager and the Records Coordinator are authorized to do any and all acts
necessary to comply with the terms and intent of this Records Retention Policy, The
General Manager and Records Coordinator are responsible for the retention of records
and the destruction of any obsolete records, papers, and documents that meet the
qualifications governing the retention and disposal of records, as specified below.

15.4  PROCEDURE

A. The department head completes and signs a “Request for Destruction of
Obsolete Records” form, listing the date and description of each document to be
destroyed. A sample form is attached to this policy as “Attachment B.” The
department head submits the form to the Records Coordinator.

B. The Records Coordinator checks the documents listed on the submitted form to
confirm that each document is: (1) not required to be permanently retained, or (2)
has been retained for the legally required period of time. The Records
Coordinator also confirms that any applicable reproduction requirements (i.e.,
imaging, etc.) for each document are complete.

C. The Records Coordinator submits the form to the General Manager, who reviews
and signs the form and then returns the signed form to the Records Coordinator.
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After receiving the signed form from the General Manager, the Records
Coordinator oversees the destruction of the obsolete documents, indicates the
method of destruction on the form, signs the form and returns the original signed
form to the General Manager.

The General Manager will retain all original signed forms requesting destruction
of obsolete records for a minimum period of two (2) years.

The General Manager will retain a permanent record, such as a log or copies of
certificates of destruction, in whatever format he determines to be convenient for
the purpose, to document the destruction of obsolete records of the Agency.

15.5. GENERAL GUIDELINES

A.

DMS #2468

The following general guidelines apply to all Agency records.

1. Pursuant to Resolution No. __ adopted by the Board of Directors, except
where a record is expressly required to be preserved according to State
law, the Agency may destroy any original obsolete document without
retaining a copy of the document as long as the retention and destruction
of the document complies with the retention schedule as set forth in this
policy. (Gov. Code § 60201.)

2. In addition to the retention periods required under this policy, the Agency
shall retain original administrative, legal, fiscal and/or historical records with
continued value (i.e., records for long-term transactions and/or special
projects) until all matters pertaining to such records are completely
resolved or the time for appeals has expired. (Gov. Code § 14755, subd.
(a); Gov. Code 34090.)

3. Pursuant to Government Code section 60201(d), the Agency shall not
destroy any of the following records:

(@)

Records relating to the formation, change of organization, or

reorganization of the Agency;

Ordinances and resolutions, unless they have been repealed or
have become invalid or otherwise unenforceable for five years;

Minutes of any meeting of the Agency;

Records relating to any pending claim, litigation, any settlement or
other disposition of litigation within the past two years;
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(e) Records that are the subject of any pending request for records
under the California Public Records Act, whether or not the record
is exempt from disclosure, until the request has been granted or
two (2) years after the request has been denied by the Agency;

(f) Records relating to any pending construction that the Agency has
not accepted or for which a stop notice claim may be legally
presented;

(9) Records relating to any non-discharged debt of the Agency;

(h) Records relating to the title to real property in which the Agency
has an interest;

(i) Records relating to any non-discharged contract to which the
Agency is a party;

) Records that have not fulfilled the administrative, fiscal, or legal
purpose for which they were created or received,;

(k) Unaccepted bids or proposals, which are less than two (2) years
old, for the construction or installation of any building, structure or
other public work;

) Records less than seven (7) years old that specify the amount of
compensation or expense reimbursement paid to Agency
employees, officers, or independent contractors

15.6 RECORDS TO BE RETAINED IN ORIGINAL FORMAT

The records listed above in Section 15.5 must be retained in their original format,
whether the original record is in hard copy or electronic format.

In addition, the following records are required to be retained in their original hard copy
format for at least two (2) years before imaging or scanning them into electronic format:

e Statements of Economic Interest for Elected Officials (copies of FPPC Form 700).
(Total retention is four (4) years.)

o Statements of Economic Interest for Non-Elected Officials (originals of FPPC Form
700). (Total retention is seven (7) years.)

After two (2) years, the Agency may image/scan the above documents and dispose of the

hard copy versions. The electronic version becomes the “original,” pursuant to State law.
(Gov. Code § 602083, subd. (b).)
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DUPLICATE RECORDS

Pursuant to Resolution No, __, the General Manager and/or the Records Coordinator
are authorized to destroy at any time any duplicate record, paper or document of the
Agency, while the original, whether in paper or electronic format, is retained by the
Agency for the legally required time period.

EXCEPTIONS TO SCHEDULED DISPOSAL OF OBSOLETE RECORDS

Scheduled disposal of records that have met or exceeded their retention periods must
be postponed if the records are responsive to, subject to, or relate in some way to any of
the following:

A Public Records Act request received by the Agency;

A subpoena served on the Agency;

A Request for Production received by the Agency from an opposing party in
litigation;

A court order;

A litigation hold or request for preservation of evidence received by the Agency;
or

F. A claim filed against the Agency under the Government Claims Act.

mo owp»

The above exceptions apply to both hard copy and electronic records

15.9

RECORDS RETENTION SCHEDULE

The Records Retention Schedule is attached to this policy as “Exhibit B” and is
incorporated into this policy by reference. This policy and the Records Retention
Schedule comply with State and federal law, as well as the records retention guidelines
provided by the California Secretary of State. The Records Retention Schedule may be
updated from time to time by the General Manager and/or the Records Coordinator,
pursuant to Resolution No. , in order to stay current with federal and State laws,
as well as any other regulations, regarding the retention of Agency records.
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ELECTRONIC COMMUNICATION USAGE AND RETENTION

15.10 GENERAL INFORMATION

A.

DMS #2468

Agency E-mail is an Official Agency Record

Electronic communications generate correspondence and other documentation
which are public records (hereinafter “Official Agency Records”) that may be
subject to disclosure under the California Public Records Act (Gov. Code § 6250,
et seq.). Such records are also in need of protection/retention in accordance with
records retention laws.

Retention of E-mail Within the Agency’s System

The Agency’s electronic communication systems, including e-mail, instant
messaging, social media sites, and other communication tools, are intended as
mediums of communication only. Therefore, the Agency electronic
communication systems should not be used to store or maintain documents,
including, but not limited to, Official Agency Records. Documents that must follow
a defined legal retention schedule should be saved outside of the communication
environment.

Communications within the electronic communication environment will be stored
for two (2) years. After two years that electronic communication record will be
removed from the communication system in which it existed.

Regarding e-mail, the system administrators perform regular electronic back-ups
of the Agency’s e-mail system. However, the back-up is not a copy of all Agency
e-mail activity that occurred on the Agency e-mail server during the back-up
period.

Preservation of E-mails (PRA Requests, Subpoenas, Claims, etc.)

The Agency frequently receives requests for inspection or production of
documents pursuant to the Public Records Act, as well as demands by
subpoenas or court orders for documents, and claims filed against the Agency
under the Government Claims Act. In the event a records request, or subpoena,
asks for e-mail messages, the Agency officials and employees having control
over or access to any relevant e-mail messages, once they become aware of the
request or demand, shall use their best efforts, by any responsible means
available, to temporarily preserve any such e-mail message until it is determined
whether the e-mail message must be disclosed for public inspection or copied
and produced.
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Also, the Agency has a duty to preserve any relevant data when there is even a
hint of possible litigation. Therefore, when Agency employees become aware of a
potential claim, an actual claim, or a lawsuit against the Agency, they must
preserve any e-mail messages and attachments that have any information
relevant to that matter. The Agency’s General Counsel can provide guidance on
these issues.

15.11 PROCEDURE

A.

DMS #2468

Managing Agency E-mail

Agency officials and employees are responsible for the management of their e-
mail folders on a regular basis. It is the responsibility of Agency officials and
employees to determine if an e-mail is an Official Agency Record which must be
retained in accordance with the Agency’s Records Retention Policy. Always
consider the content of an e-mail message when you are determining if the
message is an Official Agency Record. Generally, an e-mail message and any
attachments regardless of format may be considered an Official Agency Record if
it: (1) is created or received in connection with official Agency business; (2)
documents the formulation and implementation of Agency policies and decisions;
or (3) initiates, authorizes or completes a transaction of official Agency business.

Agency officials and employees may delete e-mail messages which are not
otherwise required to be kept by law or whose preservation is not necessary or
convenient to the discharge of your duties or the conduct of the Agency’s
business.

Messages that are Generally NOT Considered as Official Agency Records
Examples of e-mail messages that are not generally considered Official Agency
Records may include: (1) personal messages; (2) “Spam” emails,
advertisements, or other “junk” e-mail; (3) messages not related to public
business (e.g., employee birthday celebrations in the lunch room); and (4)
newsletters or general information from vendors or other public agencies. The
Agency’s General Counsel can assist in determining whether an e-mail message
is required to be retained and/or is necessary or convenient to the discharge of
duties or the conduct of the Agency’s business.

Preserving E-mails that are Official Agency Records
Any e-mail message, including any attachments regardless of format that is an
Official Agency Record should be preserved by one of the following methods:

1. Print the email and place the printed copy in the appropriate file.
Generally, the Agency employee who sends the e-mail should be the
person responsible for printing and filing the hard copy, but persons
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responsible for a particular program or project file shall be responsible for
retaining all e-mail they send or receive related to that program or project.

2. Electronically move the e-mail from your Inbox to a designated folder
within your Agency e-mail account using the Agency’s document
management system. Alternatively, you can move the e-mail out of the
Agency’s e-mail system and store it on a network drive.

15.12 USE OF PERSONAL E-MAIL ACCOUNTS FOR PUBLIC BUSINESS

Pursuant to the California Supreme Court’s 2017 opinion in the City of San Jose case, e-
mails sent or received by Agency officials or employees that are related to the conduct of
public business may be Official Agency Records, even if the messages were sent or
received using an Agency official’s or employee’s personal e-mail account or personal
device. In light of the City of San Jose opinion, the following protocols shall apply:

1. Agency personnel who are assigned an Agency e-mail account to conduct
Agency business, shall only conduct Agency business through the Agency
account and shall not use personal accounts for the creation or receipt of Official
Agency Records. If an Agency official or employee who is required to use an
Agency e-mail account receives an e-mail regarding Agency business on his/her
non-Agency account, the Agency official shall copy (“cc”) or forward the e-mail to
the Agency e-mail account no later than 10 days after the original creation or
transmission of the e-mail. Any Agency personnel who maintain Official Agency
Records on a personal e-mail account without copying or forwarding the record
to an Agency account shall be subject to the protocols listed below, regardless of
whether the employee was authorized to utilize the personal account.

2. Agency personnel who are not assigned an Agency e-mail account, or that are
authorized to utilize a personal e-mail account or to have Agency e-mails
forwarded to a personal account, shall retain all e-mails that are Official Agency
Records in accordance with the Agency’s Records Retention Policy regardless of
whether the e-mail is originally sent or received on a personal e-mail account or
personal device. Agency personnel who are authorized to use personal e-mail
accounts are encouraged to create and only utilize accounts that are dedicated
solely to the conduct of Agency business. Utilizing a dedicated account will help
to ensure that Official Agency Records are properly maintained, will ease
searches for responsive Official Agency Records, and will help to prevent the
search or disclosure of personal records.

3. In the event the Agency receives a Public Records Act request seeking e-mails
from personal accounts, the Agency Board Secretary will transmit the request to
the applicable Agency personnel who may have responsive records. The Agency
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personnel shall then promptly conduct a good faith and diligent search of his/her
relevant personal e-mail accounts and devices for responsive records. If the
Agency personnel needs assistance in performing a search, he/she shall inform
the Agency Board Secretary and Agency personnel may be assigned to assist.

The Agency personnel shall promptly transmit any responsive e-mails to the
Agency Board Secretary within sufficient time to enable the Agency Board
Secretary to adequately review and provide the disclosable e-mails to the
requesting party. It shall be the duty of the Agency Board Secretary, in
consultation with the Agency’s General Counsel, to determine whether a
particular e-mail, or any portion of an e-mail, is exempt from disclosure. To that
end, the responding Agency personnel shall provide the Agency Board Secretary
with all responsive e-mails, regardless of whether an exemption to the disclosure

may apply.

In the event the Agency personnel does not possess, or cannot with reasonable
diligence recover, responsive e-mails, the Agency personnel shall inform the
Agency Board Secretary by way of a written declaration signed under penalty of
perjury. In addition, Agency personnel who withholds or redacts any e-mails
identified as potentially responsive must provide the Agency Board Secretary
with a written declaration (Public Records Act Form of Declaration) under penalty
of perjury with facts sufficient to show the information withheld or redacted is
“personal business” and not “public business” under the Public Records Act.

This policy does not waive any exemption to disclosure that may apply under the California
Public Records Act or other applicable law.

(Originally adopted November 2018)
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